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Abstract of the contribution: This paper updates solution #5 and proposes to modify EPS procedure for authentication/authorization to avoid a possible scenario of attach timeout at the UE side.
1 Introduction
The EPS procedure for UAV Authentication/Authorization in Solution #5 proposes that the UUAA is performed at EPS attach time, during the default PDN connection establishment. During the default PDN connection establishment, the PGW uses SBI interface towards the USS/UTM (via UEFS) for the authentication/authorization of the UAV.
The EPS attach procedure currently needs to wait for successful completion of below tasks before confirming to the UE:
-	Authentication and NAS security setup
-	[Optionally] Checking the ME identity (IMEI/IMEISV)
- 	Default PDN connection setup
Now adding the procedure for UAV authentication/authorization during default PDN connection establishment would mean that the UE shall wait for longer duration before the EPS attach procedure can be completed. Considering the fact that the UUAA procedure has to pass through 2 different SBI interfaces, i.e. between PGWUFES and between UFESUSS/UTM, it is highly likely that the attach procedure gets timed out at the UE side.
To avoid such situations from being arising in the network, this paper proposes to modify the UUAA procedure a little bit, so that the EPS attach can be accepted before the UUAA procedure between PGW and USS/UTM (via UFES) is completed. The proposal ensures that although the EPS attach is accepted, appropriate access control is applied at the PGW so that the UAV is not able to access any data network using the default PDN connection until the UUAA procedure is successfully completed.

2 Proposal
It is proposed to approve the below content. All changes are marked with revision marks.
* * * * Begin of Changes * * * *
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The procedure for UAV Authentication and Authorization by USS in the EPS case is depicted in Figure 6.5.3-2.
In this procedure, both the scenario of single PDN connection for both UAV-USS/UTM communication and C2, and the scenario of separate PDN connection for UAV-USS/UTM communications and C2 are shown. In this solution, the attach procedure succeeds and a PDN connection is established for at least UAV-USS/UTM communication only if the UUAA succeeds.
The option where the UUAA and the authorization of UAV and networked UAV-C pairing are performed via an EAP mechanisms using NAS transport and PCO extensions is possible but not depicted in the picture.


 
Figure 6.5.3.2.1-1: Procedure for UAV Authentication and Authorization with USS/UTM in EPS.
1.	[Outside the scope of 3GPP] As step 1 of clause 6.5.3-1.
2.	[Outside the scope of 3GPP] [Optional] As step 2 of clause 6.5.3-1.
3.	The UAV sends an Attach Request to the MME. In EPS, Protocol Configuration Options (PCO) in the ESM message container are used to transfer parameters between the UE and the PDN GW, and sent transparently through the MME and the Serving GW. The PCO is extended to enable the UAV to insert the CAA-Level UAV ID, the Flight Authorization ID (if available), the UUAA Aviation Payload containing application layer information that is transparent to the EPC, and the Aviation Connectivity Payload containing the information for flight path authorization/registration for flight operation and for the authorization of UAV and networked UAV controller pairing (the information exchanged between UAV and USS/UTM for authorization for pairing of the networked UAV controller and UAV can refer to clause 6.5.3.1). The UAV in the UUAA procedure uses credentials obtained by the UAV during registration with the USS/UTM. The UAV may include the USS/UTM address information (see clause 6.5.2.3).
4.	Primary authentication/authorization is performed as specified in TS 23.401 [10] clause 5.3.2.1.
5.	The MME determines the UAV has an aerial subscription and selects the Default APN for connectivity with the USS/UTM.
6.	The MME sends a Create Session Request to the PGW via the SGW. The MME may include the ME Identity (IMEISV of the UAV). The MME selects a PDN GW suitable to serving the Default APN, which must resolve to a PGW that can interface with the UFES (this may be e.g. for Radius operations if Radius is used between the PGW and the UFES). For the default APN used for connectivity with the USS, the HSS must allow selection of a PDN GW in the VPLMN for such APN since the USS/UTM is always located in the VPLMN.
NOTE 1:	A dedicated well-known APN may be used for UAV services, but this should be defined outside 3GPP (e.g. in GSMA) for roaming and interworking purposes. At a minimum, the UAV needs to be configured with the APN to be used for UAV services or the MNO needs to set the Default APN to correspond to the APN for UAV services.
NOTE 2:	It is expected that the MME selects an SMF+PGW-C, with the Default APN for UAV-USS/UTM communications always resolving to an SMF+PWG-C.
7.	The PGW verifies whether a secondary authentication is required for the PDN connection establishment request:
-	For the scenario of single PDN connection, UUAA, authorization of UAV and networked UAV controller pairing, and authorization for establishment of user plane resource are always requested for APNs corresponding to UAS services, and may be verified against the UAV subscription if the node is an SMF+PGW-C.
-	For the scenario with multiple PDN connections, at these steps only UUAA would be performed and the PGW verifies as above if it is required.
7a.	The PGWC establishes an N4 session with the PGW-u.
7b.	The PGW installs traffic filters and access control list (ACL) so that the UE is not able to access any data network using the PDN connection until a secondary authentication is successfully completed with the USS/UTM.
8[a-c].	The PGW sends back a Creation Session Response. [Optionally] If the CAA-Level UAV ID was not included in step 6, the PGW includes a PCO in the Create Session Response requesting for the CAA-Level UAV ID. The MME sends attach accept and the NAS message containing the PCO requesting CAA-Level UAV ID, if it was included in the create session response by the PGW. The UE then sends attach complete and optionally provides the CAA-Level UAV ID to the MME if it was requested.
9[a-b].	[Optional] MME sends a Modify Bearer Request including the PCO containing CAA-Level UAV ID to the PGW. The PGW then sends back a Modify Bearer Response to the MME.

10.		The UUAA, and optionally in the case of single PDN connection also authorization of UAV and networked UAV controller pairing, and flight path authorization/registration for flight, are performed.
7a10a.	The PGW selects the UFES based on pre-configured policies or, in case of SMF+PGW-C, as defined in the 5GS procedure. The PGW provides the information sent by the UAV in the PCO (CAA-level UAV ID, optional Flight Authorization ID, optional Aviation Connectivity Payload, optional USS/UTM address information, User Location Information (ECGI or geographical area corresponding to ECGI)) and the UAV's IMEISV (if provided) to the UFES. The PDN GW may be configured with pre-defined PCC rules which enable the PDN GW to provide additional information with header enrichments, and convey at least the External Identifier as 3GPP UAV ID.
7b10b.	The UFES discovers and selects the USS as described in 6.5.2.3.
7c10c.	The UFES forwards the information to the USS/UTM.
7d10d.	The USS validates the request for UUAA based on the CAA-Level UAV ID, the Flight Authorization ID (if one is provided).
	If the Aviation Connectivity Payload is included, the USS/UTM also verifies the UAV and networked UAV controller pairing.
	The USS/UTM may determine Remote Identification & Tracking Info (RITI) for the UAV to use (e.g. in case of UUAA-only and separate PDN connections, the USS/UTM may do so only when authorizing UAV and networked UAV-C pairing and establishment of user plane resources for C2 connectivity). This may include amongst others, a new CAA-level UAV ID, a UAV Type that is used as a means to remotely identify the UAV.
	The USS/UTM also determines Authorization Data containing information about the connectivity between the UAV and the USS/UTM. If the USS/UTM also authorizing the UAV and networked UAV-C pairing, Authorization Data contains also information about the user plane connectivity between the UAV and the networked UAV Controller. Some of the RITI information, e.g. the CAA-level UAV ID, are received and stored by the UFES, together with the Authorization Data.
	The USS determines Authorization Data containing authorized operations and necessary information applicable to existing or future PDN connections, which influence PGW decisions for traffic of PDN connections.
	The authorized operations may indicate to disable all connectivity of the UAV except for the connectivity to USS/UTM based on necessary information contained in Authorization Data, which can be dedicated APN of USS/UTM, or traffic filtering information (e.g. 5 Tuple) identifying the traffic flow to USS/UTM. For example:
-	The UAV may establish a PDN connection with dedicated APN for C2 communication which contains one bearer to USS/UTM and another bearer to UAVC, and may establish other PDN connections with common APN for other purposes, based on received authorized operations and necessary information, the PGW may only keep the bearer to USS/UTM and disable all other PDU connections and bearers.
	The UAV may establish a PDU connection with common APN for C2 communication and other purposes, based on received authorized operations and necessary information, the PGW may only keep the bearer to USS/UTM and disable all other bearers in this PDN connection.
7e10e.	The USS/UTM returns the response to the UFES.
7f10f.	The UFES returns the response to the PGW.
8.	The PGWC establishes an N4 session with the PGW-u.
911.	If the PGW received the Authorization Data (including optional authorized UAV and networked UAV controller pairing information), the PGW installs traffic filters for the connectivity between the UAV and the networked UAV controller, and for connectivity between the UAV and the USS/UTM.
10.	The PGW confirms the procedure to the MME along with providing the RITI in the PCO.
11.	The new MME sends an Attach Accept to the UE with the PCO containing the RITI.
12.	[Optional] USS/UTM may subscribe/request network capability information such as network coverage and mobility limitations information. The details are described in solution #12, clause 6.12.
	[Optional] Steps 13-20 are performed only in case of separate PDN connections.
13.	The UAV sends a PDN Connection Request to the MME for the establishment of a PDN Connection for C2 connectivity with a networked UAV-C. The UAV includes in the PCO the CAA-Level UAV ID, the Flight Authorization ID (if available), and the Aviation Connectivity Payload containing the information for flight path authorization/registration for flight operation and for the authorization of UAV and networked UAV controller pairing (the information exchanged between UAV and USS/UTM for authorization for pairing networked UAV controller and UAV can refer to clause 6.5.3.1). The UAV may include the USS/UTM address information (see 6.5.2.3).
14.	The MME sends a Create Session Request to the PGW via the SGW. The MME may include the ME Identity (IMEISV of the UAV). The MME selects a PDN GW suitable to serving the APN for C2 connectivity (it is expected to select the same PGW serving the PDN connection for UAV-USS/UTM connectivity).
15.	The PGW verifies whether a secondary authentication is required for the PDN connection establishment request, in particular the authorization of UAV and networked UAV controller pairing, and flight path authorization/registration for flight, are performed. This is performed as step 14, with the USS/UTM verifying the UAV and networked UAV controller pairing. The USS/UTM may determine Remote Identification & Tracking Info (RITI) for the UAV to use. This may include amongst others, a new CAA-level UAV ID, a UAV Type that is used as a means to remotely identify the UAV. The USS/UTM also determines Authorization Data containing information about the user plane connectivity between the UAV and the networked UAV Controller.
16.	The PGWC establishes an N4 session with the PGW u.
17.	If the PGW received the Authorization Data (including optional authorized UAV and networked UAV controller pairing information), the PGW installs traffic filters for the connectivity between the UAV and the networked UAV controller.
18.	The PGW confirms the procedure to the MME along with providing the RITI in the PCO.
19.	The new MME sends an AttachPDN connection Accept to the UE with the PCO containing the RITI.
20.	The USS/UTM may acts as an SCS/AS and communicates to the UFES, which acts as a SCEF, to trigger the establishment of an application session with a required QoS and providing traffic filters to enable UAV to networked UAV controller connectivity, and optionally for UAV to USS/UTM connectivity. The USS/UTM may also use other SCEF services of the UFES.
21.	UAV broadcasts remote identification information for remote identification based on RITI information.
22.	UAV sends remote identification information to the USS/UTM based on RITI information.
23.	The UE exchanges C2 traffic with the UAV Controller.

* * * * End of Changes * * * *
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